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WIRE FRAUD NOTIFICATION ADDENDUM 

 

This Addendum is hereby made a part of the Exclusive Right to Sell Listing Agreement or Buyer Agency Agreement between 

____________________________________________________________________________ as Seller or Buyer, as the case may be, 

and the following real estate firm: __________________________________________________________ for the property located at: 

___________________________________________________________________________________________________________. 

 

IMPORTANT NOTICE 

INTERNATIONAL CRIMINAL ORGANIZATIONS ATTEMPTING TO STEAL LARGE SUMS OF MONEY ARE 

TARGETING EMAIL ACCOUNTS OF PARTIES INVOLVED IN REAL ESTATE TRANSACTIONS IN NORTH 

CAROLINA AND ELSEWHERE.  Typically, a hacker will gain access to the email account of a buyer or seller, real estate agent or 

closing attorney.  The email account is then monitored, likely for several weeks, and the hacker actively intervenes once the business 

practices of the parties are studied and understood and a significant wire transaction is to be produced. The nature of the scams vary. In 

some instances, fraudulent wiring instructions for the buyer’s down payment or the full purchase are emailed to the buyer purporting to 

be from the closing attorney. In other cases, fraudulent instructions for the seller’s sales proceeds are emailed to the closing attorney 

purporting to be from the seller. The fraudulent emails are sophisticated and convincing. If followed, large sums of money may be 

diverted to a criminal’s off-shore bank account and never recovered. Millions of dollars in wires have been illegally diverted from the 

trust accounts of North Carolina attorneys and from buyers and sellers. 

 
      

TO BUYERS:  BEFORE SENDING ANY WIRE, YOU SHOULD CALL THE CLOSING ATTORNEY’S OFFICE TO  

    VERIFY THE INSTRUCTIONS.  IF YOU RECEIVE WIRING INSTRUCTIONS FOR A DIFFERENT BANK, BRANCH   

LOCATION, ACCOUNT NAME OR ACCOUNT NUMBER, THEY SHOULD BE PRESUMED FRAUDULENT.  DO NOT 

SEND ANY FUNDS AND CONTACT THE CLOSING ATTORNEY’S OFFICE IMMEDIATELY. 

 

   TO SELLERS: IF YOUR PROCEEDS WILL BE WIRED, IT IS RECOMMENDED THAT YOU PROVIDE WIRING 

INSTRUCTIONS AT CLOSING IN WRITING IN THE PRESENCE OF THE ATTORNEY.  IF YOU ARE UNABLE TO 

ATTEND CLOSING, YOU MAY BE REQUIRED TO SEND AN ORIGINAL NOTARIZED DIRECTIVE TO THE 

CLOSING ATTORNEY’S OFFICE CONTAINING THE WIRING INSTRUCTIONS.  THIS MAY BE SENT WITH THE 

DEED, LIEN WAIVER AND TAX FORMS IF THOSE DOCUMENTS ARE BEING PREPARED FOR YOU BY THE 

CLOSING ATTORNEY.  AT A MINIMUM, YOU SHOULD CALL THE CLOSING ATTORNEY’S OFFICE TO PROVIDE 

THE WIRE INSTRUCTIONS.  THE WIRE INSTRUCTIONS SHOULD BE VERIFIED OVER THE TELEPHONE VIA A 

CALL TO YOU INITIATED BY THE CLOSING ATTORNEY’S OFFICE TO ENSURE THAT THEY ARE NOT FROM 

A FRAUDULENT SOURCE. 

 

    WHETHER YOU ARE A BUYER OR A SELLER, YOU SHOULD CALL THE CLOSING ATTORNEY’S OFFICE AT A 

NUMBER THAT IS INDEPENDENTLY OBTAINED.  TO ENSURE THAT YOUR CONTACT IS LEGITIMATE, YOU 

SHOULD NOT RELY ON A PHONE NUMBER IN AN EMAIL FROM THE CLOSING ATTORNEY’S OFFICE, YOUR 

REAL ESTATE AGENT OR ANYONE ELSE. 
 

 

ACKNOWLEDGMENT AND RELEASE.  You acknowledge and understand that there are risks associated with wire transfers that are 

not within the reasonable control of Firm, and you hereby agree to release and discharge Firm and Firm’s agents from any and all claims, 

demands, rights and causes of action of whatsoever kind and nature not caused by gross negligence of Firm or Firm’s agents arising 

directly or indirectly out of any wire transfer you send or receive/were to receive in connection with any real estate transaction in which 

Firm represents you. 

 

_____________________________________________  DATE: ________________________ 

Buyer/Seller 
 

_____________________________________________  DATE: ________________________ 

Buyer/Seller 

 

Entity Buyer/Seller: 
 

_____________________________________________ 

(Name of LLC/Corporation/Partnership/Trust/etc.) 

 

By: __________________________________________  TITLE: ________________________ 

 

Name:  _______________________________________  DATE: ________________________ 


